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Numbers - All products
8LI�EFWSPYXI�RYQFIV�SJ�ZYPRIVEFMPMXMIW�HIXIGXIH�[EW��������
HMWGSZIVIH�MR�������TVSHYGXW�JVSQ�����ZIRHSVW���8LI�
RYQFIV�WLS[W�E���	�MRGVIEWI�MR�XLI�½ZI�]IEV�XVIRH��ERH�E�
�	�MRGVIEWI�JVSQ������XS�������

8LI�RYQFIV�SJ�ZIRHSVW�ERH�TVSHYGXW�MR�[LMGL�ZYPRIVEFMPMXMIW�
EVI�HMWGSZIVIH�GSRXMRYIW�XS�HIGVIEWI��:IRHSVW�EVI�FY]MRK�
IEGL�SXLIV�YT��ERH�TVSHYGXW�EVI�FIMRK�QIVKIH�ERH�
MRGSVTSVEXIH�MRXS�JI[IV�SJJIVMRKW��8LI�EQSYRX�SJ�GSHI�
HIZIPSTIH�XS�HIPMZIV�XLI�JYRGXMSREPMXMIW�SJ�XLI�SJJIVMRKW��
LS[IZIV��MW�XLI�WEQI�¯�ERH�XLEX�MW�[LIVI�XLI�ZYPRIVEFMPMXMIW�
VIWMHI�

Criticality – all products
3RI�½JXL�SJ�XLI�GVMXMGEPMXMIW�HMWGSZIVIH�MR�EPP�TVSHYGXW�[IVI�
VEXIH�EW�IMXLIV�³,MKLP]�GVMXMGEP �́�����	
�SV�³)\XVIQIP]�GVMXMGEP �́
����	
�

Attack Vector – all products
;MXL�E���	�WLEVI��XLI�TVMQEV]�EXXEGO�ZIGXSV�JSV�EPP�TVSHYGXW��
[EW�6IQSXI�2IX[SVO��

Numbers - Top 50 portfolio
8LI�RYQFIV�SJ�IRHTSMRX�ZYPRIVEFMPMXMIW�MR�8ST����TSVXJSPMS�
[EW�������HMWGSZIVIH�MR����TVSHYGXW�JVSQ���ZIRHSVW��
8LI�RYQFIV�WLS[W�E���	�MRGVIEWI�MR�XLI���]IEV�XVIRH��ERH�E�
��	�HIGVIEWI�JVSQ������XS������

Criticality – Top 50 portfolio
1SWX�SJ�XLIWI�[IVI�VEXIH�F]�7IGYRME�EW�IMXLIV�³,MKLP]�GVMXMGEP �́
�����	
��SV�³)\XVIQIP]�GVMXMGEP �́����	
��

Attack Vector – Top 50 portfolio
;MXL�E���	�WLEVI��XLI�TVMQEV]�EXXEGO�ZIGXSV�MR�XLI�8ST����
TSVXJSPMS��[EW�6IQSXI�2IX[SVO��

What is the Top 50 portfolio?
8S�EWWIW�LS[�I\TSWIH�IRHTSMRXW�EVI��[I�EREP]^I�XLI�X]TIW�SJ�
TVSHYGXW�X]TMGEPP]�JSYRH�SR�ER�IRHTSMRX��*SV�XLMW�EREP]WMW�[I�
YWI�ERSR]QSYW�HEXE�KEXLIVIH�JVSQ�WGERW�XLVSYKLSYX������
SJ�XLI�QMPPMSRW�SJ�TVMZEXI�GSQTYXIVW�[LMGL�LEZI�XLI�7IGYRME�
4IVWSREP�7SJX[EVI�-RWTIGXSV��47-
�MRWXEPPIH��

47-�YWIVW �́GSQTYXIVW�LEZI�ER�EZIVEKI�SJ����TVSKVEQW�
MRWXEPPIH�SR�MX�¯�JVSQ�GSYRXV]�XS�GSYRXV]�ERH�VIKMSR�XS�
VIKMSR�XLIVI�EVI�ZEVMEXMSRW�EW�XS�[LMGL�TVSKVEQW�EVI�MRWXEPPIH��
*SV�XLI�WEOI�SJ�GPEVMX]��[I�LEZI�GLSWIR�XS�JSGYW�SR�XLI�WXEXI�
SJ�VITVIWIRXEXMZI�TSVXJSPMS�SJ�XLI����QSWX�GSQQSR�TVSHYGXW�
JSYRH�SR�XLI�GSQTYXIVW��8LIWI����TVSKVEQW�EVI�GSQTVMWIH�
SJ����1MGVSWSJX�TVSKVEQW�ERH����XLMVH�TEVX]�TVSKVEQW�

7II�XLI�%TTIRHM\�ERH�+PSWWEV]�JSV�HI½RMXMSRW�SJ�7IGYRME�%HZMWSVMIW��':)W�ERH�:YPRIVEFMPMXMIW�

+PSFEP�8VIRHW���%PP�TVSHYGXW

+PSFEP�8VIRHW���8ST����TSVXJSPMS�
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:IRHSV�9THEXI���8ST���
)RHTSMRXW�RIIH�XS�FI�YTHEXIH�[MXL�EZEMPEFPI�TEXGLIW�MWWYIH�
F]�XLI�ZIRHSV�XS�WXE]�WIGYVI��-J�YTHEXIW�EVI�RSX�TIVJSVQIH��
XLI�GSQTYXIV�ERH�XLI�W]WXIQW�MX�MW�GSRRIGXIH�XS�EVI�EX�VMWO�
SJ�FIMRK�LEGOIH���%REP]^MRK�XLI�TEXGL�WXEXYW�SR�IRHTSMRXW�MW�
VIPIZERX�MRJSVQEXMSR��[LIR�[I�[ERX�XS�EWWIWW�XLI�WXEXI�SJ�
WIGYVMX]�SR�MRHMZMHYEP�IRHTSMRXW�¯�FSXL�JSV�XLI�WEOI�SJ�XLI�
TVMZEXI�YWIVW�[LSWI�TIVWSREP�WIGYVMX]�MW�FIMRK�GSQTVSQMWIH�
ERH�JSV�XLI�WEOI�SJ�SVKERMWEXMSRW��[LS�RIIH�XS�EHHVIWW�ER]�
FPMRH�WTSXW�MR�XLIMV�-8�WIGYVMX]�IJJSVXW�

8S�EWWIW�LS[�I\TSWIH�IRHTSMRXW�EVI��[I�EREP]^I�XLI�X]TIW�
SJ�TVSHYGXW�X]TMGEPP]�JSYRH�SR�ER�IRHTSMRX��*SV�XLMW�EREP]WMW�
[I�YWI�ERSR]QSYW�HEXE�KEXLIVIH�JVSQ�WGERW�XLVSYKLSYX�
�����SJ�XLI�QMPPMSRW�SJ�TVMZEXI�GSQTYXIVW�[LMGL�LEZI�XLI�
7IGYRME�4IVWSREP�7SJX[EVI�-RWTIGXSV��47-
�MRWXEPPIH�

47-�YWIVW �́GSQTYXIVW�LEZI�ER�EZIVEKI�SJ����TVSKVEQW�
MRWXEPPIH�SR�XLIQ�¯�JVSQ�GSYRXV]�XS�GSYRXV]�ERH�VIKMSR�XS�
VIKMSR�XLIVI�EVI�ZEVMEXMSRW�EW�XS�[LMGL�TVSKVEQW�EVI�MRWXEPPIH��
*SV�XLI�WEOI�SJ�GPEVMX]��[I�LEZI�GLSWIR�XS�JSGYW�SR�XLI�
WXEXI�SJ�E�VITVIWIRXEXMZI�TSVXJSPMS�SJ�XLI����QSWX�GSQQSR�
TVSHYGXW�JSYRH�SR�XLI�GSQTYXIVW��8LIWI����TVSKVEQW�EVI�
GSQTVMWIH�SJ����1MGVSWSJX�TVSKVEQW�ERH����XLMVH�TEVX]�
TVSKVEQW��

We divide the products into three categories:
• 1MGVSWSJX�TVSKVEQW��6ITVIWIRX�SR�EZIVEKI���	�SJ�XLI�

TVSKVEQW�SR�E�GSQTYXIV�[MXL�47-�MRWXEPPIH�
• 8LMVH�TEVX]�TVSKVEQW��7SJX[EVI�JVSQ�EPP�SXLIV�ZIRHSVW�

¯�VITVIWIRXW���	�SJ�XLI�TVSKVEQW�SR�E�GSQTYXIV�[MXL�
47-�MRWXEPPIH�

• 3TIVEXMRK�7]WXIQW��;I�XVEGO�ZYPRIVEFMPMXMIW�MR�XLI�QSWX�
TVIZEPIRX�STIVEXMRK�W]WXIQW��;MRHS[W<4��;MRHS[W�:MWXE��
ERH�;MRHS[W���� 

Third-party software
-R���������	�SJ�XLI�ZYPRIVEFMPMXMIW�EJJIGXMRK�XLI�8ST����
TVSKVEQW�MR�XLI�VITVIWIRXEXMZI�TSVXJSPMS��EJJIGXIH�XLMVH�TEVX]�
TVSKVEQW��8LMW�QIERW�XLEX�SRP]���	�SJ�ZYPRIVEFMPMXMIW�TVIWIRX�
MR�XLI�8ST����TVSKVEQW�SR�XLI�GSQTYXIVW�SJ�XLI�47-�YWIVW�
WXIQ�JVSQ�3TIVEXMRK�7]WXIQW�ERH�1MGVSWSJX�TVSKVEQW��
8LI���	�MW�E�WYFWXERXMEP�MRGVIEWI�JVSQ�XLI�TVIZMSYW�
]IEV�¯��������[LIR�ZYPRIVEFMPMXMIW�MR�XLMVH�TEVX]�WSJX[EVI�
VITVIWIRXIH���	�

3ZIV�E�½ZI�]IEV�TIVMSH��XLI�WLEVI�SJ�XLMVH�TEVX]�
ZYPRIVEFMPMXMIW�LEW�MRGVIEWIH�JVSQ���	��MR������XS���	�MR�
�������8LI�WMKRM½GERGI�SJ�XLMW�RYQFIV�MW�XLEX�MX�LEW�FIGSQI�
QSVI�HMJ½GYPX�JSV�IRH�YWIVW�ERH�EHQMRMWXVEXSVW�XS�OIIT�
XLIMV�W]WXIQW�WIGYVI��-J�IRH�YWIVW�ERH�SVKERM^EXMSRW�JSGYW�SR�
TEXGLMRK�XLIMV�1MGVSWSJX�TVSKVEQW�ERH�STIVEXMRK�W]WXIQW�
XLI]�SRP]�TVSXIGX�XLIMV�GSQTYXIV�ERH�-8�MRJVEWXVYGXYVI�JVSQ�
��	�SJ�XLI�XLVIEXW�TSWIH�F]�ZYPRIVEFMPMXMIW��

8LI�JEGX�XLEX�XLMVH�TEVX]�WSJX[EVI�MW�MWWYIH�F]�E�QYPXMXYHI�SJ�
ZIRHSVW��[MXL�IEGL�XLIMV�S[R�WIGYVMX]�YTHEXI�QIGLERMWQW�
ERH�ZEV]MRK�HIKVIIW�SJ�JSGYW�SR�WIGYVMX]��QIERW�XLEX�XLI�
YWIVW�SJ�TIVWSREP�GSQTYXIVW�ERH�EHQMRMWXVEXSVW�SJ�-8�
MRJVEWXVYGXYVIW�LEZI�XS�WXE]�YTHEXIH�EFSYX�XLI�WIGYVMX]�WXEXYW�
SJ�XLI�HMJJIVIRX�TVSHYGXW�SR�XLIMV�GSQTYXIVW��

2SX�EPP�ZIRHSVW�SJJIV�EYXSQEXIH�YTHEXI�WIVZMGIW�ERH�TYWL�
WIGYVMX]�YTHEXIW�XS�XLIMV�YWIVW��[LS�LEZI�XS�½RH�EPXIVREXMZI�
QIXLSHW�XS�IRWYVI�XLEX�XLIMV�GSQTYXIVW�EVI�TVSTIVP]�
TEXGLIH�XS�TVSXIGX�XLIQ�JVSQ�ZYPRIVEFPI�WSJX[EVI��

)JJIGXMZIP]��MX�MW�YRVIEPMWXMG�XS�EWWYQI�XLEX�ER�IRH�YWIV�MW�KSMRK�
XS�XEOI�XLI�XMQI�XS�WXE]�YTHEXIH�SR�XLI�[IFWMXIW�SJ�EPP�
ZIRHSVW�[LSWI�TVSKVEQW�EVI�MRWXEPPIH�SR�XLIMV�4'��

7MQMPEVP]��RS�-8�EHQMRMWXVEXSV�MW�KSMRK�XS�FI�EFPI�XS�QERYEPP]�
OIIT�GSRWXERX�XVEGO�SJ�XLI�TEXGL�WXEXI�SJ�EPP�XLI�TVSKVEQW�SR�
EPP�GSQTYXIVW�MR�XLIMV�W]WXIQ�

Operating systems
8LI�GLSMGI�SJ�STIVEXMRK�W]WXIQW�LEW�SRP]�QMRSV�MQTEGX�SR�
XLI�XSXEP�RYQFIV�SJ�ZYPRIVEFMPMXMIW�SR�E�X]TMGEP�IRHTSMRX��3RP]�
���	�SJ�ZYPRIVEFMPMXMIW�SR�E�X]TMGEP�IRHTSMRX�EVI�VITSVXIH�MR�
;MRHS[W�STIVEXMRK�W]WXIQW�

Microsoft programs
*I[IV�ZYPRIVEFMPMXMIW�[IVI�VITSVXIH�MR�1MGVSWSJX��TVSKVEQW�
MR�������8LI�':)�GSYRX�MR�1MGVSWSJX�TVSKVEQW�[EW����	�
PS[IV�MR������XLER�MR�������MRHMGEXMRK�PIWW�ZYPRIVEFMPMXMIW�MR�
1MGVSWSJX�TVSKVEQW�

The rise and fall of vulnerabilities in Windows 
;LIR�]SY�PSSO�EX�½KYVI����MX�ETTIEVW�XLEX�;MRHS[W���WE[�
E�HVEQEXMG�MRGVIEWI�MR�ZYPRIVEFMPMXMIW�MR������¯�������VIEGLMRK�
����ZYPRIVEFMPMXMIW��-R�������MX�MW�FEGO�HS[R�XS�����XLI�WEQI�
RYQFIV�EW�MR�������

8LI�VIEWSR�FILMRH�XLMW�MRGVIEWI�MR�XLI�RYQFIV�SJ�
ZYPRIVEFMPMXMIW�VITSVXIH�MR�;MRHS[W�MW�E�VIWYPX�SJ�XLI�[SVO�
SJ�SRI�WIGYVMX]�VIWIEVGLIV��[LS�HIGMHIH�XS�HMK�MRXS�SRI�
WTIGM½G�GSQTSRIRX��[MR��O�W]W��&]�HSMRK�WS��LI�HMWGSZIVIH�
���ZYPRIVEFMPMXMIW�MR������ERH����ZYPRIVEFMPMXMIW�MR������MR�XLI�
TVSKVEQ��[LIVI�MR�XLI�]IEV�FIJSVI�¯������¯�SRP]���LEH�FIIR�
HMWGSZIVIH��

8LMW�WLMJX�MR�JSGYW�MW�E�GSQQSR�GSRHMXMSR�MR�XLI�WIGYVMX]�
MRHYWXV]�¯�WSQIXMQIW�MRHMZMHYEP�TVSKVEQW�GSQI�YRHIV�
WGVYXMR]��WSQIXMQIW�IRXMVI�TVSHYGX�X]TIW��
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8MQI�XS�4EXGL
Time-to-patch has decreased
8LI�KSSH�RI[W�MW�XLEX�8MQI�XS�4EXGL�LEW�HIGVIEWIH���-R�������
��	�SJ�ZYPRIVEFMPMXMIW�LEH�E�TEXGL�EZEMPEFPI�SR�XLI�HE]�XLI]�
[IVI�HMWGPSWIH���8LMW�QIERW�XLEX�MX�MW�TSWWMFPI�XS�VIQIHMEXI�
XLI�QENSVMX]�SJ�ZYPRIVEFMPMXMIW��ERH�XLEX�SVKERM^EXMSRW�ERH�
TVMZEXI�YWIVW�EPMOI�LEZI�E�WSPYXMSR�EZEMPEFPI�JSV�XLI�VSSX�GEYWI�
SJ�WIGYVMX]�MWWYIW��ZYPRIVEFMPMXMIW�MR�WSJX[EVI��

8LI�JEGX�XLEX���	�SJ�ZYPRIVEFMPMXMIW�EVI�[MXLSYX�TEXGLIW�JSV�
PSRKIV�XLER�XLI�½VWX�HE]�SJ�HMWGPSWYVI��LS[IZIV���QIERW�XLEX�
TEXGL�QEREKIQIRX�MW�RSX�WYJ½GMIRX�TVSXIGXMSR�¯�ZYPRIVEFMPMX]�
MRXIPPMKIRGI�ERH�EPXIVREXMZI�VIQIHMEXMSR�QIEWYVIW�EVI�
VIUYMVIH��MJ�SVKERM^EXMSRW�[MWL�XS�OIIT�XLIMV�-8�MRJVEWXVYGXYVI�
[EXIVXMKLX�

-X�MW�YRPMOIP]�XLEX�QER]�QSVI�XLER���	�SJ�ZYPRIVEFMPMXMIW�
[MPP�LEZI�E�TEXGL�EZEMPEFPI�MR�XLI�JYXYVI��ERH�MX�MW�VIEPMWXMG�XS�

EWWYQI�XLEX���	�MW�E�VITVIWIRXEXMZI�TVSTSVXMSR�SJ�WSJX[EVI�
TVSHYGXW�XLEX�EVI�RSX�TEXGLIH�UYMGOP]�¯�JSV�I\EQTPI�EW�
E�VIWYPX�SJ�XLI�PEGO�SJ�ZIRHSV�VIWSYVGIW��YRGSSVHMREXIH�
VIPIEWIW��^IVS�HE]W�SV�ZYPRIVEFMPMXMIW�MR�)RH�SJ�0MJI�TVSHYGXW���

Increased cooperation between vendors and 
researchers
8LEX���	�SJ�ZYPRIVEFMPMXMIW�LEZI�E�TEXGL�EZEMPEFPI�SR�XLI�HE]�
SJ�HMWGPSWYVI�MW�ER�MQTVSZIQIRX�XS�XLI�TVIZMSYW�]IEV��������MR�
[LMGL���	�LEH�E�TEXGL�EZEMPEFPI�SR�XLI�HE]�SJ�HMWGPSWYVI��
8LI�QSWX�PMOIP]�I\TPEREXMSR�JSV�XLMW�MQTVSZIQIRX�MR�8MQI�XS�
4EXGL�MW�XLEX�QSVI�VIWIEVGLIVW�GSSVHMREXI�XLIMV�ZYPRIVEFMPMX]�
VITSVXW�[MXL�ZIRHSVW��[LMGL�QIER�XLEX�TEXGLIW�EVI�EZEMPEFPI�
MQQIHMEXIP]�

*-+96)�����834���
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&VS[WIV�7IGYVMX]
8LMW�WRETWLSX�SJ�FVS[WIV�WIGYVMX]�MR�XLI�QSWX�TSTYPEV�
FVS[WIVW��+SSKPI�'LVSQI��1S^MPPE�*MVIJS\��-RXIVRIX�
)\TPSVIV��3TIVE��7EJEVM
�WLS[W�ER�MRGVIEWI�MR�XLI�RYQFIV�SJ�
ZYPRIVEFMPMXMIW�HMWGSZIVIH�

&YX�MX�MW�E�ZIV]�TSWMXMZI�XVIRH�XLEX�TEXGLIW�EVI�QEHI�EZEMPEFPI�
ZIV]�UYMGOP]�JSV�ZYPRIVEFMPMXMIW�MR�FVS[WIVW�FIGEYWI�MX�
MRHMGEXIW�XLEX�FVS[WIV�ZIRHSVW�EVI�WIVMSYW�EFSYX�WIGYVMX]�
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7'%(%�7IGYVMX]
3ZIV�XLI�TEWX���]IEVW��[I�LEZI�WIIR�E�VMWI�MR�XLI�RYQFIV�SJ�
ZYPRIVEFMPMXMIW�MR�7'%(%�WSJX[EVI��

7'%(%�WSJX[EVI�XSHE]�MW�EX�XLI�WXEKI�QEMRWXVIEQ�WSJX[EVI�
[EW����]IEVW�EKS��WIGYVMX]�YTHEXIW�EVI�IVVEXMG��XLIVI�MW�KVIEX�
ZEVMEXMSR�MR�LS[�XLI]�EVI�LERHPIH
��GSQTEVIH�XS�[LEX�[I�
EVI�EGGYWXSQIH�XS�MR�QEMRWXVIEQ�TVSKVEQW��

1ER]�ZYPRIVEFMPMXMIW�VIQEMR�YRTEXGLIH�JSV�PSRKIV�XLER�SRI�
QSRXL�MR�7'%(%�WSJX[EVI�
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>IVS�(E]W
2SX�QER]�^IVS�HE]�ZYPRIVEFMPMXMIW�[IVI�MHIRXM½IH�MR������¯�
SRP]���MR�XSXEP�MR�XLI�XST����WSJX[EVI�TSVXJSPMS�

8LMW�QEOIW������ERH������WXERH�SYX�EW�I\GITXMSRW��[MXL����
ERH����^IVS�HE]�ZYPRIVEFMPMXMIW�VIWTIGXMZIP]
��

8LIWI�RYQFIVW�EVI�KSSH�RI[W��8LI]�MRHMGEXI�XLEX�
VIWIEVGLIVW�ERH�WSJX[EVI�ZIRHSVW�EVI�KSSH��EX�GSSVHMREXMRK�
XLIMV�IJJSVXW��HMWGSZIVMRK�ZYPRIVEFMPMXMIW�ERH�MWWYMRK�TEXGLIW�
ERH�[SVOEVSYRHW�JSV�XLIQ��FIJSVI�XLI]�EVI�HMWGSZIVIH�F]�
LEGOIVW�
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7IGYRME�:YPRIVEFMPMX]�8VEGOMRK�4VSGIWW
%�ZYPRIVEFMPMX]�MW�ER�IVVSV�MR�WSJX[EVI�[LMGL�GER�FI�I\TPSMXIH�[MXL�E�WIGYVMX]�MQTEGX�ERH�KEMR��7IGYRME�ZEPMHEXIW��ZIVM½IW��ERH�XIWXW�
ZYPRIVEFMPMX]�MRJSVQEXMSR�KEXLIVIH�ERH�MRGPYHIW�MX�MR�XLI�7IGYRME�:YPRIVEFMPMX]�-RXIPPMKIRGI�HEXEFEWI�[MXL�GSRWMWXIRX�ERH�WXERHEVH�
TVSGIWWIW��[LMGL�LEZI�FIIR�GSRWXERXP]�VI½RIH�SZIV�XLI�]IEVW�

;LIRIZIV�E�RI[�ZYPRIVEFMPMX]�MW�VITSVXIH��E�7IGYRME�%HZMWSV]�MW�VIPIEWIH�EJXIV�ZIVM½GEXMSR�SJ�XLI�MRJSVQEXMSR��%�7IGYRME�%HZMWSV]�
TVSZMHIW�HIXEMPW��MRGPYHMRK�HIWGVMTXMSR��VMWO�VEXMRK��MQTEGX��EXXEGO�ZIGXSV��VIGSQQIRHIH�QMXMKEXMSR��GVIHMXW��VIJIVIRGIW��ERH�QSVI�
JSV�XLI�ZYPRIVEFMPMX]�MRGPYHMRK�EHHMXMSREP�HIXEMPW�HMWGSZIVIH�HYVMRK�ZIVM½GEXMSR�ERH�XIWXMRK��XLYW�TVSZMHMRK�XLI�MRJSVQEXMSR�VIUYMVIH�
XS�QEOI�ETTVSTVMEXI�HIGMWMSRW�EFSYX�LS[�XS�TVSXIGX�W]WXIQW��%JXIV�XLI�½VWX�TYFPMGEXMSR��XLI�WXEXYW�SJ�XLI�ZYPRIVEFMPMX]�MW�XVEGOIH�
XLVSYKLSYX�MXW�PMJIG]GPI�ERH�YTHEXIW�EVI�QEHI�XS�XLI�GSVVIWTSRHMRK�7IGYRME�%HZMWSV]�EW�RI[�VIPIZERX�MRJSVQEXMSR�FIGSQIW�
EZEMPEFPI�

Metrics used to count vulnerabilities in software

Secunia Advisory 
8LI�RYQFIV�SJ�7IGYRME�%HZMWSVMIW�TYFPMWLIH�MR�E�KMZIR�TIVMSH�SJ�XMQI�MW�E�½VWX�SVHIV�ETTVS\MQEXMSR�SJ�XLI�RYQFIV�
SJ�WIGYVMX]�IZIRXW�MR�XLEX�TIVMSH��7IGYVMX]�IZIRXW�WXERH�JSV�XLI�RYQFIV�SJ�EHQMRMWXVEXMZI�EGXMSRW�VIUYMVIH�XS�OIIT�
XLI�WTIGM½G�TVSHYGX�WIGYVI�XLVSYKLSYX�E�KMZIR�TIVMSH�SJ�XMQI�

Secunia Vulnerability Count 
%�ZYPRIVEFMPMX]�GSYRX�MW�EHHIH�XS�IEGL�7IGYRME�%HZMWSV]�XS�MRHMGEXI�XLI�RYQFIV�SJ�ZYPRIVEFMPMXMIW�GSZIVIH�F]�XLI�
7IGYRME�%HZMWSV]��9WMRK�XLMW�GSYRX�JSV�WXEXMWXMGEP�TYVTSWIW�MW�QSVI�EGGYVEXI�XLER�GSYRXMRK�':)�MHIRXM½IVW��9WMRK�
ZYPRIVEFMPMX]�GSYRXW�MW��LS[IZIV��EPWS�RSX�MHIEP�EW�XLMW�MW�EWWMKRIH�TIV�EHZMWSV]��8LMW�QIERW�XLEX�SRI�EHZMWSV]�QE]�
GSZIV�QYPXMTPI�TVSHYGXW��FYX�QYPXMTPI�EHZMWSVMIW�QE]�EPWS�GSZIV�XLI�WEQI�ZYPRIVEFMPMXMIW�MR�XLI�WEQI�GSHI�FEWI�
WLEVIH�EGVSWW�HMJJIVIRX�TVSKVEQW�ERH�IZIR�HMJJIVIRX�ZIRHSVW�

Common Vulnerabilities and Exposures (CVE) 
'SQQSR�:YPRIVEFMPMXMIW�ERH�)\TSWYVIW��':)
�MW�E�HMGXMSREV]�SJ�TYFPMGP]�ORS[R�MRJSVQEXMSR�WIGYVMX]�ZYPRIVEFMPMXMIW�
ERH�I\TSWYVIW��':)�LEW�FIGSQI�E�HI�JEGXS�MRHYWXV]�WXERHEVH�YWIH�XS�YRMUYIP]�MHIRXMJ]�ZYPRIVEFMPMXMIW�[LMGL�
LEZI�EGLMIZIH�[MHI�EGGITXERGI�MR�XLI�WIGYVMX]�MRHYWXV]��9WMRK�':)W�EW�ZYPRIVEFMPMX]�MHIRXM½IVW�EPPS[W�GSVVIPEXMRK�
MRJSVQEXMSR�EFSYX�ZYPRIVEFMPMXMIW�FIX[IIR�HMJJIVIRX�WIGYVMX]�TVSHYGXW�ERH�WIVZMGIW��':)�MRJSVQEXMSR�MW�EWWMKRIH�MR�
7IGYRME�%HZMWSVMIW�

8LI�MRXIRXMSR�SJ�':)�MHIRXM½IVW�MW��LS[IZIV��RSX�XS�TVSZMHI�VIPMEFPI�ZYPRIVEFMPMX]�GSYRXW��FYX�MW�MRWXIEH�E�ZIV]�YWIJYP��
YRMUYI�MHIRXM½IV�JSV�MHIRXMJ]MRK�SRI�SV�QSVI�ZYPRIVEFMPMXMIW�ERH�GSVVIPEXMRK�XLIQ�FIX[IIR�HMJJIVIRX�WSYVGIW��8LI�
TVSFPIQ�MR�YWMRK�':)�MHIRXM½IVW�JSV�GSYRXMRK�ZYPRIVEFMPMXMIW�MW�XLEX�':)�EFWXVEGXMSR�VYPIW�QE]�QIVKI�ZYPRIVEFMPMXMIW�
SJ�XLI�WEQI�X]TI�MR�XLI�WEQI�TVSHYGX�ZIVWMSRW�MRXS�E�WMRKPI�':)��VIWYPXMRK�MR�SRI�':)�WSQIXMQIW�GSZIVMRK�QYPXMTPI�
ZYPRIVEFMPMXMIW��8LMW�QE]�VIWYPX�MR�PS[IV�ZYPRIVEFMPMX]�GSYRXW�XLER�I\TIGXIH�[LIR�FEWMRK�WXEXMWXMGW�SR�XLI�':)�
MHIRXM½IVW�

%TTIRHM\
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%XXEGO�:IGXSV
8LI�EXXEGO�ZIGXSV�HIWGVMFIW�XLI�[E]�ER�EXXEGOIV�GER�XVMKKIV�SV�VIEGL�XLI�ZYPRIVEFMPMX]�MR�E�TVSHYGX��7IGYRME�GPEWWM½IW�XLI�EXXEGO�
ZIGXSV�EW�±0SGEP�W]WXIQ²��±*VSQ�PSGEP�RIX[SVO²��SV�±*VSQ�VIQSXI²��

Local System
0SGEP�W]WXIQ�HIWGVMFIW�ZYPRIVEFMPMXMIW�[LIVI�XLI�EXXEGOIV�MW�VIUYMVIH�XS�FI�E�PSGEP�YWIV�SR�XLI�W]WXIQ�XS�XVMKKIV�XLI�
ZYPRIVEFMPMX]�

From Local Network 
*VSQ�PSGEP�RIX[SVO�HIWGVMFIW�ZYPRIVEFMPMXMIW�[LIVI�XLI�EXXEGOIV�MW�VIUYMVIH�XS�FI�WMXYEXIH�SR�XLI�WEQI�RIX[SVO�EW�
E�ZYPRIVEFPI�W]WXIQ��RSX�RIGIWWEVMP]�E�0%2
��8LMW�GEXIKSV]�GSZIVW�ZYPRIVEFMPMXMIW�MR�GIVXEMR�WIVZMGIW��I�K��(,'4��64'��
EHQMRMWXVEXMZI�WIVZMGIW
�XLEX�WLSYPH�RSX�FI�EGGIWWMFPI�JVSQ�XLI�-RXIVRIX��FYX�SRP]�JVSQ�E�PSGEP�RIX[SVO�SV�STXMSREPP]�
JVSQ�E�VIWXVMGXIH�WIX�SJ�I\XIVREP�W]WXIQW�

From Remote
*VSQ�VIQSXI�HIWGVMFIW�SXLIV�ZYPRIVEFMPMXMIW�[LIVI�XLI�EXXEGOIV�MW�RSX�VIUYMVIH�XS�LEZI�EGGIWW�XS�XLI�W]WXIQ�SV�E�
PSGEP�RIX[SVO�MR�SVHIV�XS�I\TPSMX�XLI�ZYPRIVEFMPMX]��8LMW�GEXIKSV]�GSZIVW�WIVZMGIW�XLEX�EVI�EGGITXEFPI�XS�FI�I\TSWIH�
ERH�VIEGLEFPI�XS�XLI�-RXIVRIX��I�K��,884��,8847��7184
��-X�EPWS�GSZIVW�GPMIRX�ETTPMGEXMSRW�YWIH�SR�XLI�-RXIVRIX�
ERH�GIVXEMR�ZYPRIVEFMPMXMIW�[LIVI�MX�MW�VIEWSREFPI�XS�EWWYQI�XLEX�E�WIGYVMX]�GSRWGMSYW�YWIV�GER�FI�XVMGOIH�MRXS�
TIVJSVQMRK�GIVXEMR�EGXMSRW�

+IRYMRI�ERH�7LEVIH�:YPRIVEFMPMXMIW

Genuine Vulnerabilities 
:YPRIVEFMPMXMIW�JSYRH�MR�XLI�WSJX[EVI�SJ�XLMW�ERH�SRP]�XLMW�ZIRHSV��8LIWI�EVI�ZYPRIVEFMPMXMIW�MR�XLI�GSHI�HIZIPSTIH�F]�
XLMW�ZIRHSV�XLEX�EVI�RSX�WLEVIH�MR�XLI�TVSHYGXW�SJ�SXLIV�ZIRHSVW�

Shared Vulnerabilities 
:YPRIVEFMPMXMIW�JSYRH�MR�XLI�WSJX[EVI�SJ�XLMW�ERH�SXLIV�ZIRHSVW�HYI�XS�XLI�WLEVMRK�SJ�IMXLIV�GSHI��WSJX[EVI�PMFVEVMIW��
SV�TVSHYGX�FMREVMIW��-J�ZIRHSV�%�HIZIPSTW�GSHI�SV�TVSHYGXW�XLEX�EVI�EPWS�YWIH�F]�ZIRHSV�&��XLI�ZYPRIVEFMPMXMIW�JSYRH�
MR�XLIWI�GSQTSRIRXW�EVI�KIRYMRI�JSV�ZIRHSV�%�ERH�GSYRXIH�EW�WLEVIH�ZYPRIVEFMPMXMIW�JSV�ZIRHSV�&�

Total Vulnerabilities
8LI�XSXEP�RYQFIV�SJ�ZYPRIVEFMPMXMIW�JSYRH�MR�XLI�TVSHYGXW�SJ�XLI�ZIRHSV��FI�MX�KIRYMRI�SV�WLEVIH�ZYPRIVEFMPMXMIW��
8LIWI�EVI�XLI�ZYPRIVEFMPMXMIW�XLEX�EJJIGX�XLI�YWIVW�SJ�XLI�ZIRHSV´W�TVSHYGXW�
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7IGYRME�:YPRIVEFMPMX]�'VMXMGEPMX]�'PEWWM½GEXMSR
8LI�GVMXMGEPMX]�SJ�E�ZYPRIVEFMPMX]�MW�FEWIH�SR�XLI�EWWIWWQIRX�SJ�XLI�ZYPRIVEFMPMX]´W�TSXIRXMEP�MQTEGX�SR�E�W]WXIQ��XLI�EXXEGO�ZIGXSV��
QMXMKEXMRK�JEGXSVW��ERH�MJ�ER�I\TPSMX�I\MWXW�JSV�XLI�ZYPRIVEFMPMX]�ERH�MW�FIMRK�EGXMZIP]�I\TPSMXIH�TVMSV�XS�XLI�VIPIEWI�SJ�E�TEXGL�

Extremely Critical (5 of 5) 
8]TMGEPP]�YWIH�JSV�VIQSXIP]�I\TPSMXEFPI�ZYPRIVEFMPMXMIW�XLEX�GER�PIEH�XS�W]WXIQ�GSQTVSQMWI��7YGGIWWJYP�I\TPSMXEXMSR�
HSIW�RSX�RSVQEPP]�VIUYMVI�ER]�MRXIVEGXMSR�ERH�I\TPSMXW�EVI�MR�XLI�[MPH��8LIWI�ZYPRIVEFMPMXMIW�GER�I\MWX�MR�WIVZMGIW�PMOI�
*84��,884��ERH�7184�SV�MR�GIVXEMR�GPMIRX�W]WXIQW�PMOI�IQEMP�TVSKVEQW�SV�FVS[WIVW�

Highly Critical (4 of 5) 
8]TMGEPP]�YWIH�JSV�VIQSXIP]�I\TPSMXEFPI�ZYPRIVEFMPMXMIW�XLEX�GER�PIEH�XS�W]WXIQ�GSQTVSQMWI��7YGGIWWJYP�I\TPSMXEXMSR�
HSIW�RSX�RSVQEPP]�VIUYMVI�ER]�MRXIVEGXMSR�FYX�XLIVI�EVI�RS�ORS[R�I\TPSMXW�EZEMPEFPI�EX�XLI�XMQI�SJ�HMWGPSWYVI��7YGL�
ZYPRIVEFMPMXMIW�GER�I\MWX�MR�WIVZMGIW�PMOI�*84��,884��ERH�7184�SV�MR�GPMIRX�W]WXIQW�PMOI�IQEMP�TVSKVEQW�SV�FVS[WIVW�

Moderately Critical (3 of 5) 
8LMW�VEXMRK�MW�EPWS�YWIH�JSV�ZYPRIVEFMPMXMIW�EPPS[MRK�W]WXIQ�GSQTVSQMWI�SR�0%2W�MR�WIVZMGIW�PMOI�71&��64'��2*7��
04(�ERH�WMQMPEV�WIVZMGIW�XLEX�EVI�RSX�MRXIRHIH�JSV�YWI�SZIV�XLI�-RXIVRIX��8]TMGEPP]�YWIH�JSV�VIQSXIP]�I\TPSMXEFPI�
(IRMEP�SJ�7IVZMGI�ZYPRIVEFMPMXMIW�EKEMRWX�WIVZMGIW�PMOI�*84��,884��ERH�7184��ERH�JSV�ZYPRIVEFMPMXMIW�XLEX�EPPS[�W]WXIQ�
GSQTVSQMWIW�FYX�VIUYMVI�YWIV�MRXIVEGXMSR�

Less Critical (2 of 5)
8]TMGEPP]�YWIH�JSV�GVSWW�WMXI�WGVMTXMRK�ZYPRIVEFMPMXMIW�ERH�TVMZMPIKI�IWGEPEXMSR�ZYPRIVEFMPMXMIW��8LMW�VEXMRK�MW�EPWS�YWIH�JSV�
ZYPRIVEFMPMXMIW�EPPS[MRK�I\TSWYVI�SJ�WIRWMXMZI�HEXE�XS�PSGEP�YWIVW�

Not Critical (1 of 5)
8]TMGEPP]�YWIH�JSV�ZIV]�PMQMXIH�TVMZMPIKI�IWGEPEXMSR�ZYPRIVEFMPMXMIW�ERH�PSGEPP]�I\TPSMXEFPI�(IRMEP�SJ�7IVZMGI�
ZYPRIVEFMPMXMIW��8LMW�VEXMRK�MW�EPWS�YWIH�JSV�RSR�WIRWMXMZI�W]WXIQ�MRJSVQEXMSR�HMWGPSWYVI�ZYPRIVEFMPMXMIW��I�K��VIQSXI�
HMWGPSWYVI�SJ�MRWXEPPEXMSR�TEXL�SJ�ETTPMGEXMSRW
�
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8LI�8ST����7SJX[EVI�4SVXJSPMS
8LI�JSPPS[MRK�XEFPI�PMWXW�XLI�TVSKVEQW�MR�XLI�8ST����WSJX[EVI�TSVXJSPMS�XSKIXLIV�[MXL�XLI�X]TI�SJ�TVSKVEQ��17�1MGVSWSJX��84�XLMVH�
TEVX]
��QEVOIX�WLEVI�EW�SJ�(IGIQFIV������ERH�XLI�RYQFIV�SJ�ZYPRIVEFMPMXMIW��':)W
�EJJIGXMRK�XLI�TVSKVEQ�MR������ERH������

8LI�VEROMRK�ERH�QEVOIX�WLEVI�MW�HIVMZIH�JVSQ�ERSR]QSYW�WGERW�SJ�XLI�7IGYRME�47-�MR�(IGIQFIV�������2SXI�XLEX�XLI�WYQ�
SJ�XLI�ZYPRIVEFMPMXMIW�MR�XLMW�XEFPI�HSIW�RSX�VI¾IGX�XLI�XSXEP�RYQFIV�SJ�ZYPRIVEFMPMXMIW�MR�XLI�TSVXJSPMS�EW�QER]�TVSHYGXW�WLEVI�
ZYPRIVEFMPMXMIW�

*SV�I\EQTPI�%HSFI�*PEWL�4PE]IV����
��%HSFI�6IEHIV����
��ERH�%HSFI�%-6�����
�WLEVI�GSHI�GSQTSRIRXW�ERH�XLIVIF]�EPWS�WLEVI�
RYQIVSYW�ZYPRIVEFMPMXMIW��*SV�IEGL�TVSKVEQ�XLI�YRMUYI�RYQFIV�SJ�':)W�SJ�XLMW�KMZIR�TVSKVEQ�MR�XLI�KMZIR�]IEV�MW�PMWXIH�

7II�XLI�%TTIRHM\�ERH�+PSWWEV]�JSV�HI½RMXMSRW�SJ�7IGYRME�%HZMWSVMIW��':)W�ERH�:YPRIVEFMPMXMIW�

RANK TYPE PROD ADVS CVES VULNS

OS 17 1-'6373*8�;-2(3;7�� �� �� ��
� 17 1-'6373*8�<10�'36)�7)6:-')7��17<10
 � � �
� 17 1-'6373*8�-28)62)8�)<4036)6 �� �� ��
� 17 1-'6373*8�;-2(3;7�1)(-%�40%=)6 � � �
� 17 1-'6373*8��2)8�*6%1);36/ � �� ��
� TP %(3&)�*0%7,�40%=)6 �� �� ��
� 17 1-'6373*8�:-79%0�'���6)(-786-&98%&0) � � �
� TP 36%'0)�.%:%�.6)�7) � �� ��
� TP %(3&)�6)%()6 � �� ��
� 17 1-'6373*8�7-0:)60-+,8 � � �
�� 17 1-'6373*8�;-2(3;7�()*)2()6 � � �
�� 17 1-'6373*8�;36( � � �
�� 17 1-'6373*8�)<')0 � �� ��
�� 17 1-'6373*8�43;)643-28 � � �
�� 17 ;-2(3;7�(:(�1%/)6 � � �
�� TP 13>-00%�*-6)*3< �� ��� ���
�� TP %440)�73*8;%6)�94(%8) � � �
�� 17 1-'6373*8�398033/ � � �
�� TP '31(0+���%'8-:)<�'328630 � � �
�� 17 1-'6373*8�43;)67,)00 � � �
�� TP %(3&)�%-6 � �� ��
�� TP +33+0)�',631) �� ��� ���
�� 17 (6-:)6�4%'/%+)�-278%00)6��(4-278
 � � �
�� TP %440)�59-'/8-1) � �� ��
�� TP ''0)%2)6 � � �
�� 17 1-'6373*8�3**-')��)<8)27-32�*36�*-6)*3<
 � � �
�� 17 ;-2(3;7�0-:)�1)77)2+)6 � � �
�� 17 1-'6373*8�%'')77 � � �
�� 17 1-'6373*8�43;)643-28�:-);)6 � � �
�� 17 ;-2(3;7�0-:) � � �
�� 17 1-'6373*8�49&0-7,)6 � � �
�� TP 6)%08)/�:3-')��1%2%+)6 � � �
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�� TP 7/=4) � � �
�� TP :0'�1)(-%�40%=)6 � �� ��
�� TP %440)�-892)7 � ��� ���
�� TP -8()8)'836�%'8-:)<�'328630 � � �
�� TP %440)�&32.396�*36�;-2(3;7 � � �
�� 17 '%4-'31 � � �
�� 17 ;-2(3;7�0-:)�)77)28-%07 � � �
�� TP +33+0)�)%68, � � �
�� TP 6)%08)/�%'����94(%8)�%2(�6)13:)��(6-:)6�8330 � � �
�� 17 1-'6373*8�3**-')�4-'896)�1%2%+)6 � � �
�� TP -278%007,-)0(�94(%8)�7)6:-') � � �
�� 17 ;-2(3;7�0-:)�4,383�+%00)6=����� � � �
�� 17 ;-2(3;7�1)(-%�')28)6 � � �
�� 17 ;-2(3;7�0-:)�13:-)�1%/)6����� � � �
�� 17 1-'6373*8�3**-')�8)140%8)�%2(�1)(-%�'328630�%'8-:)<�'328630 � � �
�� TP %(3&)�94(%8)6 � � �
�� 17 1-'6373*8�:-7-3�:-);)6 � � �
�� 17 1-'6373*8�;-2(3;7�+)29-2)�%(:%28%+)�%'8-:)<�'328630 � � �
�� TP 2:-(-%�'328630�4%2)0 � � �

Vulnerability 
%�ZYPRIVEFMPMX]�MW�ER�IVVSV�MR�WSJX[EVI�[LMGL�GER�FI�I\TPSMXIH�
[MXL�E�WIGYVMX]�MQTEGX�ERH�KEMR��

Exploit 
1EPMGMSYW�GSHI�XLEX�XEOIW�EHZERXEKI�SJ�WSJX[EVI�
ZYPRIVEFMPMXMIW�XS�MRJIGX�E�GSQTYXIV�SV�TIVJSVQ�SXLIV�LEVQJYP�
EGXMSRW�

Zero-day vulnerability  
%�^IVS�HE]�ZYPRIVEFMPMX]�MW�E�ZYPRIVEFMPMX]�XLEX�MW�EGXMZIP]�
I\TPSMXIH�F]�LEGOIVW�FIJSVI�MX�MW�TYFPMGP]�ORS[R��ERH�FIJSVI�
XLI�ZIRHSV�LEW�HIZIPSTIH�E�TEXGL�JSV�MX�

+PSWWEV]
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